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engineering and cybersecurity 
assessment in nuclear power, 
manufacturing, and many other 
verticals

Timothy P. Mullen, GICSP



© 2022 Applied Control Engineering, Inc. 

Agenda

• Introduction to common operational technologies in public 
and institutional settings

• Baseline on OT and OT Cybersecurity
• Typical Last Mile OT Supply Chain
• How to create desired security outcomes in OT
• Bottom Line Up Front: Explain how to address the OT 

purchasing environment to get secure deployments

For the purposes of this presentation, I will be using “OT” (operational 
technology) to refer to digital control systems, IACS, and all other 
permutations of computers participating in controlling the physical world
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The machines are in control
Some definitions
• OT: Operational Technology

– The purpose of OT systems is to monitor and control physical 
processes such as machines, reactors, and factory lines

– Includes traditional digital Industrial Control Systems (ICS) 
technologies alongside newer Industrial Internet of Things (IIOT) 
systems

– Utilizes a large number of dedicated-purpose, embedded-
system-style devices

• Incumbent vulnerability, visibility, and management 
challenges
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IT vs OT
• Traditional song is that IT is more data focused and OT is more function focused

• In terms of the C-I-A triad, IT cares about C-I-A while OT cares about A-I-C

IT
• Technology served by technology

– Need for upgrade cycles is understood
• In larger organizations often supported by 

dedicated network, infrastructure, security 
teams

• “Data” is typically an essential component of the 
system performing its critical functions

OT
• Technology serves the machines

– The “machine” is expected to run for decades 
after purchase

• Needs to be supported by technicians, controls 
engineers, and integrators

• The “data” component is often low-
confidentiality and low-volume

• System downtime = no product produced
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Operational Technology: The Critical Infrastructure 
of Critical Infrastructure
• Fundamental utilities including 

electrical power, 
environmental control (heating 
and cooling), water, and other 
supplies are all controlled by 
Operational Technology

https://www.pnnl.gov/projects/om-best-practices/modular-boiler-systems
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Operational Technology

https://www.pnnl.gov/integrated-building-assets

https://www.energy.gov/sites/default/files/styles/full_article_width/public/19631.JPG?itok=OOPya1Bq

https://fo.uconn.edu/departments/facilities-energy-services/cogen/
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OT: System Versus Components
• Systems are purchased, and 

they are implemented with 
digital components (OT)

• Common components:
– Network Switches
– SFF/Industrial PCs
– Servers
– Controllers/PLCs
– Field devices

• [panel image]
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OT Components
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OT Cybersecurity

• Purdue Model

https://www.cisco.com/c/en/us/td/docs/solutions/Verticals/CPwE/5-1/OEM/DIG/CPwE-5-1-
OEM-CRD/CPwE-5-1-OEM-CRD1.html

DHS, Recommended Practice: Improving 
Industrial Control System Cybersecurity 
with Defense-in-Depth Strategies 
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Convergence? Maybe some day

• IT software developers
– Move security problem to the Application layer (HTTPS, SSH, 

Kerberos, TLS) 
– Data confidentiality is most important function

• OT software developers
– Heavy reliance on other network layers

• PHY/DLL – Segmentation
• Transport - VPNs
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That Pesky Security

• Reality in OT is that the network is THE most important 
security layer
– Contrast with IT where zero-trust is reducing the network’s role

• The goal of OT cybersecurity is preventing the system 
critical functions from being adversely impacted by a 
cyber incident
– Design criteria to achieve this include:

• Limiting logical pathways to reduce the number of attack vectors
• Monitoring network traffic and alerting on off-normal conditions
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How did I end up with this thing?

• Engineered facilities and systems are built to specification
– Specifications are typically prepared by engineers or architects 

on behalf of facility owners
– Describe what is supposed to be furnished by the construction 

contractor(s)
• Contractors bid on completing a unit of work based on 

prepared specifications, drawings, and scope of work 
provided
– https://mmp.delaware.gov/Bids/
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Built to spec

• Scopes of work, drawing packages, and specifications are 
prepared for a project
– Construction of new powerhouse to provide reliable on-site 

power
– Upgrade of chillers in chiller plant to meet greater demand
– Replacement of building controls to reduce energy costs with 

improved control
• Multiple disciplines of engineering and trades involved in 

most projects
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About CSI MasterFormat
• Within specifications, different 

requirements are organized into 
different sections.  In the US, 
the Construction Specification 
Institute’s MasterFormat is the 
most commonly used template

• Divisions 23 and 25 most 
common for OT in facilities, but 
can appear in others

• Other formats possible
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Example Specifications for Bid
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Example

• The only place the “Cyber” appears in this document is in 
a draft insurance and bond example where it is an option 
for the owner to be required to purchase
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Built to Spec
• OT components are often configured and deployed by specialty 

subcontractors to the prime contractor or another discipline, so another layer 
of distance from the security posture owner and the potential security 
implementor

• Lowest cost typically drives selection, so spending extra time configuring 
devices to be more secure (like changing default passwords) loses out
– Sometimes lowest cost is mandatory requirement

• When security is not included in the specification, there is a disincentive to 
OT assets being configured in a more secure fashion
– Changing default passwords takes more time than not, both in front end and in 

maintaining an otherwise unneeded password management system
– Deploying unmanaged switches in a daisy-chain is fast and cheap



© 2022 Applied Control Engineering, Inc. 

What do we want? It’s in the spec

• If security is a critical function that needs to be 
incorporated in to the design of the system, then it needs 
to be in a spec

• Prior art: Unified Facilities Criteria and Unified Facility 
Guide Specifications, parts of the Whole Building Design 
Guide
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UFGS 25 05 11 Cybersecurity For Facility-
Related Control Systems 
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UFGS 25 05 11 Cybersecurity For Facility-
Related Control Systems 
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